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VPNEYNBFOXTEL

Wednesday, March 13, 2019 12:24 PM

VPNAJFHSE :
1. PPTP
X2 A Z sHEE Y.
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FERTImRAGE, PN ABRSELHEAR.

4. OpenVPN#tXhR
Openvpn{EAETEMMEIEERS (tunEkEtapiRs)
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linuxZ &Z1{ThR : BFEubuntu,centos,redhat,debain....
unix: FreeBsd, Solaris, AIX
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Keyf=zUUiR

Wednesday, March 13, 2019 1:11 PM

1. REINE
fRS358: centos 7.6(FHEISRIIRA)
2= g
Linux : centos 7.6
Windows : windows 10

2. IRSBEHAIRE:

(1) 3% EPELJR
[root@c720246 ~]# yum install epel*

(2) &% openvpn
[root@c720246 ~]# yum install openvpn -y

keytRTUHIPUER R :

EREZRE
FEEPKI (AHHIERHM) SXS09EF

e
RegEAmEubazE, BAZFHREFAERAkeyiEs,, EASISELHRS L,
BEm KL,

Server: 192.168. 20. 245 Client: 192. 168. 20. 246
N N

[+] o
S TunO: 10, 200.0.1 Tun0: 10.200.0.2 S
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{ERTCPIMYAIARmOSEE

Wednesday, March 13, 2019 1:33 PM

Server: 192.168. 20. 245 Client: 192. 168. 20. 246
NS N

[+] o

S Tun0: 10, 200,0,1 Tund: 10.200.0.2 &S

1. B—F7gi%: ERTCPHMY uniQEELER
IRSSESImECEIN T :
[root@c720245 ~]# openvpn --ifconfig 10.200.0.1 10.200.0.2 --dev tun --proto tcp-server

BEFIREEWNT:
[root@c720246 ~]# openvpn --ifconfig 10.200.0.2 10.200.0.1 --dev tun --proto tcp-client --remote 192.168.20.245

2. FBATTIE: (ERTCPINN tapIR BB &
ARSSERImBCEIN T :
[root@c720245 ~]# openvpn --ifconfig 10.200.0.1 255.255.255.0 --dev tap

EFimECENT:

[root@c720246 ~]# openvpn --ifconfig 10.200.0.2 255.255.255.0 --dev tap --remote 192.168.20.245

R ERFE—MEE, RS[RSMIT1194E0, MEFRAS.
ERFEF5E: RS =ni1E P inEbaiT1 1940,

(EARSE—M75 B B R R EIAXIRAIRE AN AN imitbE, TSR M7 ZRTEEANRFEIEIR, REEEEX IR,
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openvpnHYE A

Wednesday, March 13, 2019 2:07 PM

ER— M ERAAUMT:

1. FFE—NE5H
[root@c720245 ~]# openvpn --genkey --secret secret.key

2. IEPENAESE NI, HEERERZERRITING
[root@c720245 ~)# scp secret.key root@192.168.20.246:/root/

3. IRSS=SImECE
[root@c720245 ~]# openvpn --ifocnfig 10.200.0.1 10.200.0.2 --dev tun --secret secret.key --verb 7

# FRE 9 ZANimtun0 IPHBNEFD10.200.0.1, Xi%910.200.0.2 {FAtuNRE, BRAETERN7HR (B
T EIFRYIR AR E)R)

4. ZEFiRtcE
[root@c720246 ~]# openvpn --ifconfig 10.200.0.2 10.200.0.1 --dev tun --secret secret.key --remote
192.168.20.245

5. WNRECEEIER, BEFMZEIWTERS
Wed Mar 13 14:19:48 2019 Initialization Sequence Completed

(ERSAMERAAUWT:

6. FRSSERImECE
[root@c720245 ~]# openvpn --ifconfig 10.200.0.2 10.200.0.1 --dev tun --secret secret.key 0 --verb 7

7. BFiRbcE
[root@c720246 ~]# openvpn --ifconfig 10.200.0.1 10.200.0.2 --dev tun --secret secret.key 1 --remote
192.168.20.245 --verb 7

Bt CEEREXMEEER N EFMLI DR B
RSS2 ANE FiRAYS RMEIEFER, BNBESKY.
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openvpnilEEH. ar<SITSEENHFXE]

Wednesday, March 13, 2019 5:09 PM

Server: 192.168. 20. 245 Client: 192. 168, 20. 246
S S
[+] s
5= Tund: 10, 200. 0. 1 Tun0: 10.200.0.2 &S

IP: 192, 168.4. 2

W et

AR5t E
[root@c720245 ~1# openvpn --ifconfig 10.200.0.1 10.200.0.2 --dev tun --secret secret.key 0 --route
192.168.4.0 255.255.255.0 --daemon --log /var/log/openvpn-server.log

# -- daemon:RLASFIFHIES UH1TEED

#--log /var/log/openvpn-server.log:XF&E B&EEF#EE/var/log/openvpn-server.log
A4

# --route 192.168.4.0 255.255.255.0 : {ARUNRBERE £1E192.168.4.0MERHIIP, EEKE
10.200.0.2

EFimieE
[root@c720246 ~1# openvpn --ifconfig 10.200.0.2 10.200.0.1 --dev tun --secret secret.key 1 --remote
192.168.20.245 --daemon --log /var/log/openvpn-client.log

FESEERTIRE
905R192.168.4 2 RECEEANANEIUAE, MEMABIM—EEN. BPABHERAIIE

1. [root@c720246 ~# vi /etc/sysctl.conf
Net.ipv4.ip_forward = 1

2. {EFsysctl -pAERL,
Ed=Sli=pvaE=<R

BES328if: openvpn-02-01-server.conf
ifconfig 10.200.0.1 10.200.0.2
dev tun
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secret secret.key 0

route 192.168.4.0 255.255.255.0
daemon

log /var/log/openvpn-server.log

famhass: openvpn --config openvpn-02-01-server.conf

WRIBE LRSS RS
Ps -ef | grep openvpn # BIEITIEITHIHIE ID

Kill -9 openvpnfyi#ig ID
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SoEERIBC B R TIPS TURYSEI

Wednesday, March 13, 2019 5:59 PM

Server: 192, 168, 20, 245 Client: 192, 168.20.2

> 1

Tun( IPvaifibib: 1002000001
Tun0: 10. 200, 0. 2

IF: 192, 168. 122, 2
IF: 192, 168.4. 2

W1
(&

1. RIMERL
RS 28RS RItEIL -
[root@c720245 ~]# ifconfig eth0:0 192.168.122.2/24 up

& P R RIAEHA -
[root@c720246 ~]# ifconfig eth0:0 192.168.4.2/24 up

2. BEEXH
AR5 s imBc & 344 :
dev tun
local 192.168.20.245
Iport 1234
remote 192.168.20.246
rport 4321

secret secret.key 0
ifconfig 10.200.0.1 10.200.0.2
route 192.168.4.0 255.255.255.0

user nobody
group nobody

persist-tun
persist-key
keepalive 10 60
ping-timer-rem

verb 3

daemon
log-append /var/log/openvpn-server.log
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BB E )4

dev tun

proto udp

local 192.168.20.246
Iport 4321

remote 192.168.20.245
rport 1234

secret secret.key 1
ifconfig 10.200.0.2 10.200.0.1
route 192.168.122.0 255.255.255.0

user nobody
group nobody

persist-tun
persist-key
keepalive 10 60
ping-timer-rem

verb 3
daemon
log-append /var/log/openvpn-client.log

3. IRSBEBMNEF w75

IRSSESImEE
[root@c720245 ~]# openvpn --config openvpn-02-02-server.conf

EFimE5:

[root@c720246 ~]# openvpn --config openvpn-02-02-client.conf

4. REER
RSS BRI TAR0G -
[root@c720245 ~]# ping 192.168.4.2 -1 192.168.122.2
PING 192.168.4.2 (192.168.4.2) from 192.168.122.2 : 56(84) bytes of data.

64 bytes from 192.168.4.2: icmp_seq=1 ttl=64 time=0.520 ms
64 bytes from 192.168.4.2: icmp_seq=2 ttl=64 time=0.559 ms

B Fim T :

[root@c720246 ~]# ping 192.168.122.2 -1 192.168.4.2

PING 192.168.122.2 (192.168.122.2) from 192.168.4.2 : 56(84) bytes of data.
64 bytes from 192.168.122.2: icmp_seq=1 ttlI=64 time=0.479 ms

64 bytes from 192.168.122.2: icmp_seq=2 tt|=64 time=0.495 ms
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BRNTIPIRE:

Server: 192, 168, 20, 245 Client:

o = 1/

Tun® IPvaitfb: o0 0 0.0
s i Tum0: 0. 0. 0.0

IP: 192, 166, 122, 2

W= 1

=Y

AR 5528H0 & 3 (Hopenvpn-02-03-server.conf

dev tun
secret secret.key
ifconfig-noexec

up /etc/openvpn/up.sh
script-security 2
verb 3

daemon
log-append /var/log/openvpn.log

ARBCE S

Vi /etc/openvpn/up.sh

#!/bin/bash

Jusr/sbin/ifconfig $1 0.0.0.0 up

Jusr /sbin/ip route 192.168.4.0/24 dev S1

ERigticEX{4openvpn-02-03-client.conf
dev tun

secret secret.key

ifconfig-noexec

remote 192.168.20.245

up /etc/openvpn/up.sh

script-security 2

verb 3

daemon

log-append /var/log/openvpn-client.log
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EFiRBIAEES 4 /etc/openvpn/up.sh
#!/bin/bash

Jusr/sbin/ifconfig $1 0.0.0.0 up

Jusr/sbin/ip route add 192.168.122.0/24 dev $1

RS ARFIEFimEa):

Openvpn --config openvpn-02-03-server.conf

Openvpn --config oepnvpn-02-03-client.conf

MRRZER :

IR BTRSSnEEEERRIP, LS EmARER. YATHEFIRARIERR.

B FimUigs

[root@c720246 ~]# ping 192.168.122.2 -1 192.168.4.2

PING 192.168.122.2 (192.168.122.2) from 192.168.4.2 : 56(84) bytes of data.
64 bytes from 192.168.122.2: icmp_seq=1 ttl=64 time=0.630 ms

64 bytes from 192.168.122.2: icmp_seq=2 ttl=64 time=0.432 ms

64 bytes from 192.168.122.2: icmp_seq=3 ttl=64 time=0.564 ms

64 bytes from 192.168.122.2: icmp_seq=4 tt|=64 time=0.455 ms

ARSSseRimUiR AR :

[root@c720245 ~]# ping 192.168.4.2 -1 192.168.122.2

PING 192.168.4.2 (192.168.4.2) from 192.168.122.2 : 56(84) bytes of data.
64 bytes from 192.168.4.2: icmp_seq=1 ttl=64 time=0.436 ms

64 bytes from 192.168.4.2: icmp_seq=2 ttl=64 time=0.465 ms
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= b RRIESH

Wednesday, March 13, 2019 8:31 PM

Site A

LAN: 192.168.4.0 f24
IP1:192.168.20.244
1P2:192.168.30.244

‘.ﬁ%_
{%‘83
i)
‘3
6:::\
LAN: 192168 5.0/24 LANM: 192.168.6.0/24
IP1:192.168.20.245 IP1:192.168.30.246
IP2:192.168.40.245 IP2:192.168.40.246
192,168.40,0,7 4
Site B Site C

1. BRIE=RihRBEEnEsHA
[root@c720244 ~]# openvpn --genkey --secret AtoB.key
[root@c720244 ~]# openvpn --genkey --secret AtoC.key
[root@c720244 ~]# openvpn --genkey --secret BtoC.key

2. BEAAXEDHEFIZERB, HmC

[root@c720244 ~1# scp AtoB.key AtoC.key BtoC.key root@192.168.20.245:/root/ *
[root@c720244 ~]# scp AtoB.key AtoC.key BtoC.key root@192.168.20.246:/root/

3. BEENMHREB.
(1) AtoB.conf:

dev tun

proto udp

port 1194

remote 192.168.20.245
secret /root/AtoB.key 1
ifconfig 10.200.0.2 10.200.0.1
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route 192.168.5.0 255.255.255.0 vpn_gateway 5
route 192.168.6.0 255.255.255.0 vpn_gateway 10
route-delay

keepalive 10 60

verb 3

daemon

log-append /var/log/openvpn-AtoB.log

(2) AtoC.conf

dev tun

proto udp

port 1195

remote 192.168.30.246

secret /root/AtoC.key 1

ifconfig 10.200.0.6 10.200.0.5

route 192.168.5.0 255.255.255.0 vpn_gateway 10
route 192.168.6.0 255.255.255.0 vpn_gateway 5
route-delay

keepalive 10 60

verb 3

daemon

log-append /var/log/openvpn-AtoC.log

(3) BtoA.conf

dev tun

proto udp

port 1194

remote 192.168.20.244

secret /root/AtoB.key O

ifconfig 10.200.0.1 10.200.0.2

route 192.168.4.0 255.255.255.0 vpn_gateway 5
route 192.168.6.0 255.255.255.0 vpn_gateway 10
route-delay

keepalive 10 60

verb 3

daemon

log-append /var/log/openvpn-BtoA.log

(4) BtoC.conf

dev tun

proto udp

port 1196

remote 192.168.40.246

secret /root/BtoC.key 0

ifconfig 10.200.0.9 10.200.0.10

route 192.168.4.0 255.255.255.0 vpn_gateway 10
route 192.168.6.0 255.255.255.0 vpn_gateway 5
route-delay

keepalive 10 60

verb 3

daemon

log-append /var/log/openvpn-BtoC.log

(5) CtoA.conf
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dev tun

proto udp

port 1195

remote 192.168.30.244

secret /root/AtoC.key O

ifconfig 10.200.0.5 10.200.0.6

route 192.168.4.0 255.255.255.0 vpn_gateway 5
route 192.168.5.0 255.255.255.0 vpn_gateway 10
route-delay

keepalive 10 60

verb 3

daemon

log-append /var/log/openvpn-CtoA.log

(6) CtoB.conf

dev tun

proto udp

port 1196

remote 192.168.40.245

secret /root/BtoC.key 1

ifconfig 10.200.0.10 10.200.0.9

route 192.168.4.0 255.255.255.0 vpn_gateway 10
route 192.168.5.0 255.255.255.0 vpn_gateway 5
route-delay

keepalive 10 60

verb 3

daemon

log-append /var/log/openvpn-CtoB.log

4. BEh@me
Openvpn --config Bt & {4
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PKIFTIES

Thursday, March 14, 2019 12:40 PM
Root CA — Certificate
Revokation
List

7T\

l

f__
Ser\.aer ﬁ\ Subordinate
Certificate Q’[mcaty Signing CA

C———> /Centificate

[ Server \ /{3;
Q?rtlflcate \ertaﬁcmp

Revokation

List
Subordinate
Signing CA

Entire
Structure
Repeats as
needed

BREEBN=118:
1. Openssl
2. EasyRSA
3. SSL-admin
EasyRSARYfEFE :

1. BUTUATSHS

[root@c720245 ~]# tar -zxvf EasyRSA-unix-v3.0.6.tgz

[root@c720245 ~]# cd /usr/local/

[root@c720245 locall# In -s /usr/local/EasyRSA-v3.0.6/ /usr/local/EasyRSA

[root@c720245 locall# cd EasyRSA
[root@c720245 EasyRSA]# cp vars.example vars

2. 1EXEONME

[root@c720245 EasyRSAl# vi vars
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set_var EASYRSA_REQ_COUNTRY "CN"

set_var EASYRSA_REQ_PROVINCE "JiangSu"

set_var EASYRSA REQ_CITY "SuzZhou"

set_var EASYRSA_REQ_ORG "Xiodi"

set_var EASYRSA REQ_EMAIL  "zangxueyuan@126.com"
set_var EASYRSA_REQ_OU "IT"

. W%tk
[root@c720245 EasyRSAl# ./easyrsa init-pki

Note: using Easy-RSA configuration from: ./vars

init-pki complete; you may now create a CA or requests.
Your newly created PKI dir is: /usr/local/EasyRSA/pki

. FAECARSBIE
[root@c720245 EasyRSAJ# ./easyrsa build-ca

. BECARIYIRZER/ITRUE.
[root@c720245 EasyRSA]# openssl| x509 -in ca.crt -text -noout

. BlE—REYIE
[root@c720245 EasyRSA)# ./easyrsa gen-crl

. BEREIIREENARHEILER
[root@c720245 EasyRSA)# openssl crl -noout -text -in /usr/local/EasyRSA/pki/crl.pem

. PRSI
[root@c720245 EasyRSAJ# ./easyrsa build-server-full openvpnserver2.xiodi.cn

. BEOFARIIRSSFIERER
[root@c720245 EasyRSAl# openssl x509 -noout -text -in /usr/local/EasyRSA/pki/issued/openvpnserver2.xiodi.cn.crt

. FFEEFIRIED
[root@c720245 EasyRSA)# ./easyrsa build-client-full clientl.xiodi.cn

. RIGEFimIES
[root@c720245 EasyRSA]# openssl x509 -noout -text -in /usr/local/EasyRSA/pki/issued/clientl.xiodi.cn.crt
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EidssladminEIEiIEH
Thursday, March 14, 2019 3:13 PM

1. f#E4Essl-admin
[root@c720245 ~]# tar -zxvf ssa.tgz

2. J@iFEEdEssl-admin
[root@c720245 ssl-admin-1.2.1]# ./configure

[root@c720245 ssl-admin-1.2.1]# make install

3. WNFRERDperl, FROKM, FERE

[root@c720245 ssl-admin-1.2.1]# yum install perl

4. SHEEXHFENELIIR

[root@c720245 ssl-admin-1.2.1]# cp /etc/ssl-admin/ssl-admin.conf.sample /etc/ssl-admin/ssl-admin.conf
[root@c720245 ssl-admin-1.2.1]# chmod ug+w /etc/ssl-admin/ssl-admin.conf

5. {HFEvifEd/etc/ssl-admin/ssl-adminfAUIMETE34, TR, EMRIEEZEEN.
SENV{'KEY_COUNTRY'} = "CN";
SENV{'KEY_PROVINCE'} = "JiangSu";
SENV{'KEY_CITY'} = "SuZhou";
SENV{'KEY_ORG'}="IT";
SENV{'KEY_EMAIL'} = 'zangxueyuan@126.com';

6. TR Eopenssl.conf3) {4 FHFNAIEIR,

[root@c720245 ssl-admin-1.2.1]# cp /etc/ssl-admin/openssl.conf.sample /etc/ssl-admin/openssl.conf

[root@c720245 ssl-admin]# chmod ug+w openssl.conf

7. 1B BEiX sha256
FE{shal1FImd58E Hgsha256

8. HifTssl-adminH{TAERFREIES.

9. &S, ERIER —TLERIRSI/ETEIA.

\|

10. &#F4, EREFIRIER.

BN RERIGTES, FAUTHS
openssl x509 -noout -text -in IEPBRIERIZ
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EREPHREIREL

Thursday, March 14, 2019 4:58 PM

Server: 192.168. 20. 245 Client: 192. 168, 20. 246
S N

1] Q
> Tund: 10, 200.0.1 Tun: 10.200.0,2 S

1. BEERTREIERRINEE, HIRN (BEFimfRSESINLE, BEREIISI2)
[root@c720245 ~1# mkdir -p /etc/openvpn/movpn
[root@c720245 ~]# chmod 700 /etc/openvpn/movpn

2. SHNEBRIGERRISEET, fFl
[root@c720245 movpnl# cp -a /etc/ssl-admin/active/ca.crt .
[root@c720245 movpn]# cp -a /etc/ssl-admin/active/ca.key .
[root@c720245 movpn]# cp /etc/ssl-admin/active/openvpn-serverl.xiodi.cn.* .

3. IBEFHENIEPEHZIZEFIHINEEERT
[root@c720245 movpn]# scp ca.crt /etc/ssl-admin/active/openvpn-clientl.xiodi.cn.* root@
192.168.20.246:/etc/openvpn/movpn

4. PRSEESIRECE
[root@c720245 ~]# cat openvpn-02-06-server.conf
proto udp
port 1194
dev tun
tls-server
ifconfig 10.200.0.1 10.200.0.2
dh /etc/openvpn/movpn/dh2048.pem
ca /etc/openvpn/movpn/ca.crt
cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key
persist-key
persist-tun
keepalive 10 60
user nobody
group nobody

verb 3

daemon
log-append /var/log/openvpn.log
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B uRECE S 4

[root@c720246 ~]# cat openvpn-02-06-client.conf

port 1194

dev tun

tls-client

ifconfig 10.200.0.2 10.200.0.1

remote 192.168.20.245

remote-cert-tls server

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.key
persist-key

persist-tun

keepalive 10 60

user nobody

group nobody

verb 3

daemon

log-append /var/log/openvpn.log

. JBEiRSSEEFIEFimAIOpenvpn
Openvpn --config openvpn-02-06-server.conf
Openvpn --config openvpn-02--06-client.conf
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B FimbksS s R ECE
Thursday, March 14, 2019 5:28 PM

REnT:
1. VPNIRSSEREERRILUEHIPLRE AP AR, BAMERT, FRFrEFNZEEHTRER. AL
BIRARRNRERTFE P B TEE.
2. ZTEE: TSNP ZEEIEIRNER, XMoNEERNE.

e
AfgEtE : MNRIEBEFNZEEBEE, BAREFNER T, T8eaXIVPNIRS e ERS =R,
R HRERETIRSEN, TRASSEIER,

EFimRSHEIREINESR:
1. FIMIRAR
2. PEEBLEERDAAR

IR ESIHETE :

[root@c720245 ~]# cat openvpn-03-01-server.conf
proto udp

port 1194

dev tun

server 10.200.0.0 255.255.255.0

topology subnet

persist-key

persist-tun

keepalive 10 60

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3
daemon
log-append /var/log/openvpn.log

BFihEE
[root@c720246 ~]# cat openvpn-03-01-client.conf

client

proto udp

remote 192.168.20.245

port 1194

dev tun

nobind

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.key

[BENARSS R0 i :
Openvpn --config openvpn-03-01-server.conf
Openvpn --config openvpn-03-01-client.conf
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AMAE RIS ANEIE R R0z VPN &

Thursday, March 14, 2019 5:53 PM

AL EINR S
1. BiEi0tls-auth keysign
2. B EERAIEBIY EEREREN

1. FEEtISIAIERRSR
[root@c720245 ~]# openvpn --genkey --secret /etc/openvpn/movpn/ta.key

2. BESHRBNE i
[root@c720245 ~1# scp /etc/openvpn/movpn/ta.key root@192.168.20.246:/etc/openvpn/movpn

3. A, MERSSRIEPESENYT BREM, WREBMNE, BSEN—EEE LRk,
[root@c720245 ~]# openssl x509 -text -noout -in /etc/ssl-admin/active/openvpn-
serverl.xiodi.cn.crt | grep -C 1 "Key Usage"

X509v3 Extended Key Usage:

TLS Web Server Authentication
X509v3 Key Usage:

Digital Signature, Key Encipherment

UDPHHYAYECE :

AR55 88 :

[root@c720245 ~]# cat openvpn-03-05-server.conf
proto udp

port 1194

dev tun

server 10.200.0.0 255.255.255.0
topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key O

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key
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user nobody
group nobody

verb 3
daemon
log-append /var/log/openvpn.log

=g

[root@c720246 ~]# cat openvpn-03-05-client.conf
client

proto udp

remote 192.168.20.245

port 1194

dev tun

nobind

remote-cert-tls server

tls-auth /etc/openvpn/movpn/ta.key 1

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.key

TCPHHYAYECE :

RS ERimbC R |

[root@c720245 ~]# cat openvpn-03-05-server.conf
proto tcp

port 1194

dev tun

server 10.200.0.0 255.255.255.0
topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key O

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3

daemon
log-append /var/log/openvpn.log
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EFIREE

[root@c720246 ~]# cat openvpn-03-05-client.conf
client

proto tcp

remote 192.168.20.245

port 1194

dev tun

nobind

remote-cert-tls server

tls-auth /etc/openvpn/movpn/ta.key 1

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.key
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{EFAwindowsZE FimiEizvon k5SS

Thursday, March 14, 2019 7:57 PM

S@Ehl: 223 112 95.110
PRt - 192 168. 20. 245

Wt

OpenvpnlR 55235
¥1indows5 Py

RS ERimbC R |

Cat openvpn-03-6-server.conf
proto tcp

port 1198

dev tun

server 10.200.0.0 255.255.255.0
topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key 0

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3

daemon
log-append /var/log/openvpn.log

BEFiIREE
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client

proto tcp

remote 223.112.95.110
port 1198

dev tun

nobind

remote-cert-tls server
tls-auth ta.key 1
ca ca.crt

cert oepnvpn-client2.xiodi.cn.crt
key oepnvpn-client2.xiodi.cn.key
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B FimtliRSS 2sH IR

Thursday, March 14, 2019 8:27 PM

— SeEtthhl - 223 112 95,110
]
Pamitihl - 192 168. 20. 246 m LAN: 192.168.20.0/24
=
u]
S
E

T OpenvpnfR 552 192.168.20.246
RSSSEImbcE
Cat openvpn-03-6-server.conf
proto tcp
port 1198
dev tun

server 10.200.0.0 255.255.255.0
topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key 0

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3
daemon

log-append /var/log/openvpn.log

push "route 192.168.20.0 255.255.255.0"

EFImICE
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client

proto tcp

remote 223.112.95.110
port 1198

dev tun

nobind

remote-cert-tls server

tls-auth ta.key 1

ca ca.crt

cert oepnvpn-client2.xiodi.cn.crt
key oepnvpn-client2.xiodi.cn.key
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EERBIAMKX N ZFintsEicE

Thursday, March 14, 2019 9:05 PM

1. EEEEBIARRK
IRSS=RECE:

proto tcp

port 1198

dev tun

server 10.200.0.0 255.255.255.0
topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key 0

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3
daemon
log-append /var/log/openvpn.log

push "route 192.168.20.0 255.255.255.0"
push "redirect-gateway defl"

2. BFInEEEENH
ARS5 esimbic & 314 :
proto tcp
port 1198
dev tun
server 10.200.0.0 255.255.255.0
topology subnet
persist-key
persist-tun
keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key 0

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key
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user nobody
group nobody

verb 3
daemon
log-append /var/log/openvpn.log

push "route 192.168.20.0 255.255.255.0"

push "redirect-gateway defl"
client-config-dir /etc/openvpn/movpn/clients

(2) opepnvpn-client2.xiodi.cnX/4AS
[root@c720245 ~)# cat /etc/openvpn/movpn/clients/oepnvpn-client2.xiodi.cn
ifconfig-push 10.200.0.99 255.255.255.0

IR —EERINE T AR oepnvpn-client2.xiodi.cn HRINR, BUEHESEM.
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fRSSER1E R = FumAYE A OpenvpnBRZESI 4

Thursday, March 14, 2019 9:28 PM

— SEhl: 223 112 95.110
PIREithl - 192 168. 20. 245
=
(s
/TN =
‘ 58
Linmx P
192, 168. 4. 2
LAN: 1927 168 17202
=
s]
/TR S
Operrprvia i1 E1% 4
Linx [

1. IRIRAEHL
ARS528im
[root@c720245 ~)# ifconfig eth0:0 192.168.120.2/24 up

2P
[root@c720246 ~)# ifconfig eth0:0 192.168.4.2/24 up

2. BB
RS e ImbCE |
[root@c720245 ~]# cat openvpn-03-08-server.conf
proto tcp
port 1198
dev tun
server 10.200.0.0 255.255.255.0
topology subnet
persist-key
persist-tun
keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key O
dh /etc/openvpn/movpn/dh2048.pem
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ca /etc/openvpn/movpn/ca.crt
cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3
daemon
log-append /var/log/openvpn.log

client-config-dir /etc/openvpn/movpn/clients
route 192.168.4.0 255.255.255.0 10.200.0.99

[root@c720245 ~)# cat /etc/openvpn/movpn/clients/openvpn-clientl.xiodi.cn
ifconfig-push 10.200.0.99 255.255.255.0

iroute 192.168.4.0 255.255.255.0

push "route 192.168.120.0 255.255.255.0"

ERiRRE

client

proto tcp

remote 192.168.20.245
port 1198

dev tun

nobind

remote-cert-tls server

tls-auth /etc/openvpn/movpn/ta.key 1

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.key

—. OpenvpniRZ&3Z14
openvpniPIASIHEIENTMER:
R

E APt

BB EERF

B P imEERIAE

o, EERERR 7 HLRER ARG =P
[root@c720245 ~]# cat openvpn-03-08-server.conf
proto tcp

port 1198
dev tun
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server 10.200.0.0 255.255.255.0
topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key O

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3
daemon
log-append /var/log/openvpn.log

client-config-dir /etc/openvpn/movpn/clients

route 192.168.4.0 255.255.255.0 10.200.0.99
status /var/run/openvpn.status 3

New Section 1 Page 34



openvpnEEZEOM=iEKeyRIEFIIE

Friday, March 15, 2019 11:02 AM

ARS5 esimBc & 314

[root@c720245 ~]# cat openvpn-03-08-server.conf
proto tcp

port 1198

dev tun

server 10.200.0.0 255.255.255.0

topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key O

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3
daemon
log-append /var/log/openvpn.log

client-config-dir /etc/openvpn/movpn/clients
route 192.168.4.0 255.255.255.0 10.200.0.99
status /var/run/openvpn.status 3
management 127.0.0.1 23000 stdin

IRSSE AP EURIBIERNZE, TERH=MEIRIEHIRY,
Reneg-sec N: TEZHZ EEFHINEEHIEEE (BAIAZ3600)
Reneg-bytes N: £Z/DFHEEMDEEIEEE. BARXAR
Regneg-pkts N: EZ/ DA FEMNSEIEEE. AZXAMN.

IRSSERimbC S |

[root@c720245 ~]# cat openvpn-03-08-server.conf
proto tcp

port 1198

dev tun

server 10.200.0.0 255.255.255.0

topology subnet

persist-key

persist-tun

keepalive 10 60
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tls-auth /etc/openvpn/movpn/ta.key 0

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 5
daemon
log-append /var/log/openvpn.log

client-config-dir /etc/openvpn/movpn/clients
route 192.168.4.0 255.255.255.0 10.200.0.99
status /var/run/openvpn.status 3
management 127.0.0.1 23000 stdin
reneg-sec 10

reneg-pkts 1000

reneg-bytes 100000
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BT VPN S (A=

Friday, March 15, 2019 11:30 AM

Spithl: 223,112 95.110

o
= pMapMhl : 192 168. 20. 245
S
o
S
S
Tindow= B
© 192 168 20 240
3
Q
=
Operrroria 151K
RS 2EIRECE :
[root@c720245 ~)# cat openvpn-03-09-server.conf
proto tcp
port 1198
dev tun

server 10.200.0.0 255.255.255.0
topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key O

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3

daemon

log-append /var/log/openvpn.log

push "route 192.168.20.0 255.255.255.0"

FE—R: EETopenvpninlFEia RIEBN_EISERBEEE(RIDCAIISH
25 HIEEIRA.
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{EEFUER +openldapAJIAiE

Friday, March 15, 2019 12:44 PM

RS 2Rim
F—4: ZHEOpenldaphyidEft
[root@c720245 ~]# yum install openvpn-auth-ldap

F£TF: RERINNIRSS

[root@c720245 ~]# cat openvpn-03-09-server.conf
proto tcp

port 1198

dev tun

server 10.200.0.0 255.255.255.0

topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key O

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3

daemon

log-append /var/log/openvpn.log

push "route 192.168.20.0 255.255.255.0"

EEFim:
EFGhE
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klient

proto tcp

remote 225.112.95.110
port 1198

dev tun

nobind

remote-cert-tls server

tls-auth ta.key 1

ca ca.crt

cert oepnvpn-client2.xiodi.cn.crt
key oepnvpn-client2.xiodi.cn.key
auth-user-pass
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REFHEFIRINEE

Friday, March 15,2019 2:08 PM

ZE PG FEkdBEhttps://apkpure.com/openvpn-for-android/de.blinkt.o|

ils & Fgoogle

FHAUTFER.

Editing "Client"

BASIC

Profile Name
Client

[ LZO Compression

Type
Certificates PEIFCARBES  ~
CA Certificate
[[Inline file data]] Select...
121 months leftE=zangxueyt

@126.com,CN=openvpn,0=Xiod
iL=SuZhou. ST=JiangSu,C=CN

Client Certificate LI F2/ fidh
[[Inline file data]]
121 months leftE=zangxueyuar
@126.com,CN=client1 xiodi.cn,
O=Xiodi,ST=JiangSu,C=CN

Client Certificate Key
[[Inline file datal] Select...

IR IIkey X1

Certifcate Revoke List (optional)
No Data Select...

Editing "Client”

SERVER LIST

Use connection entries in random @
order on connect

Server Address /

MR O
Server Port

223.112.95.110 1196
Protocol Enabled %
Quop (@) TCP #

Proxy
@) None (O HTTP () Socksvs

O Tor (Orbot)

Server Port
Connect Timeout

@ 120

D Custom Options

Certificate Hostname Check
Checks the Remote Server Certificate Subject O
DN

Use TLS Authentication

SEISEAE
Enables the TLS Key Authentication

TLS Auth File AR ta. key T F
[imported from: ta.key]

@

WAl hm, TEEA
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Jonnected: SUCCESS,10.222.0.6,223.112,95.110,1196,1
14:47 SIGINTIhard,init_instance] received, process exiting
14:47 OpenVPN 2.5-icsopenvpn [git:icsopenvpn/v0.7.7-0
jbbaB1e41] arm64-vBa [SSL (OpensSSL)] [LZO] [LZ4]
EPOLL] [MH/PKTINFO] [AEAD] built on Feb 25 2019
14:47 library versions: OpenSSL 1.1.7a 20 Nov 2018, LZ0
110

|14:47 TCP/UDP: Preserving recently used remote

e [AF_INET]223.112.95.110:1196

7 Attempting to establish TCP connection with
ET]223.112.95.110:1196 {nonblock]

TCP connection established with
223.112.95110:1196

_CLIENT link local: (not bound)

14:47 TCP_CLIENT link remote:
AF_INET]223.112.95.110:1196

4:47 [server2 xlodi.cn] Peer Connection Initiated with
AF_INET]223,112.95110:1196

7 OpenVPN ROUTEG: OpenVPN needs a gateway
»arameter for a ~route-ipvé option and no default was
specified by either ~route-ipv6-gateway or -ifconfig-ipvé
ptions

14:47 OpenVPN ROUTE: failed 1o parse/resolve route for
wst/network: /0

| 4:47 WARNING: OpenVPN was configured to add an IPvE
oute over (null). However, no IPv6 has been configured
or this interface, therefore the route installation may fail
3 may not work as expected.

|4:47 WARNING: this configuration may cache pa: ords
n memory - use the auth-nocache option to prevent this
ion Sequence Completed

4:47 Initiakizat

OpenVPN for Android @ B

PROFILES

’
Client e
Connected: SUCCESS,10.200.0.2,223.112.95...
Copy of Client rd
client
imported profile 7
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22. taptRIIIEARELE

Friday, March 15, 2019 2:37 PM

taptRz(: FEER_ENMN, FHEEE=FKH
tuntEz(: HEFER=EMY, BRIERip.

taptEXIEARERE

[root@c720245 ~]# cat openvpn-03-10-server.conf
proto tcp

port 1198

dev tap

server 10.200.0.0 255.255.255.0

topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key 0

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 5
daemon
log-append /var/log/openvpn.log

EFimbcE :

proto tcp

remote 192.168.20.245
port 1198

dev tap

nobind

remote-cert-tls server

tls-auth /etc/openvpn/movpn/ta.key 1

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.key
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FEERinElEFimiREE A

Friday, March 15, 2019 4:02 PM

AT FFEFmEIEFRREE, TR NG
1. {&ERclient-to-clientiftIil, XJEIFOPENVPNIERBERMIEZ FHZIZFHANERS. SiSRFHH
RIRZ KiFiptablesHIRAN

2. (ERRGIRAFMHIE iptablesPANFRE N—MEFPHELEIS— M EFHFIREL,

RS ERimbC R |

[root@c720245 ~]# cat openvpn-03-11-server.conf
proto tcp

port 1198

dev tap

server 10.200.0.0 255.255.255.0

persist-key
persist-tun
keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key O

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3

daemon

log-append /var/log/openvpn.log
client-to-client

B iR :

[root@c720246 ~]# cat openvpn-03-09-client.conf
client

proto tcp

remote 192.168.20.245

port 1198

dev tap

nobind

remote-cert-tls server

tls-auth /etc/openvpn/movpn/ta.key 1
ca /etc/openvpn/movpn/ca.crt
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cert /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.key
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ZFimZ BRELE

Friday, March 15, 2019 4:46 PM

{EHclient-to-clienti S SEFHZBA0RE 4, HRamEHNTiE.,

(ERERRAAHTHEEFIREEFinkiEs:
PRSSERMCE:

proto tcp

port 1198

dev tap

server 10.200.0.0 255.255.255.0

persist-key
persist-tun
keepalive 10 60

tls-auth /etc/openvpn/movpn/ta.key 0

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

user nobody
group nobody

verb 3
daemon
log-append /var/log/openvpn.log

IRSSESEESE NS FEER
[root@c720245 ~)# echo 1 > /proc/sys/net/ipv4/conf/tap0/proxy_arp_pvlan

EPimbeE :

client

proto tcp

remote 192.168.20.245
port 1198

dev tap

nobind

remote-cert-tls server
tls-auth /etc/openvpn/movpn/ta.key 1
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ca /etc/openvpn/movpn/ca.crt
cert /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.key

HITILIERE 8:
[root@c720245 ~]# iptables - FORWARD -i tap0 -0 tapO -s 10.200.0.2 -d 10.200.0.3 -j DROP

an{al{sEFBopenvpnBYpfidiEas:
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{ERtapiR EHITIRE

Friday, March 15, 2019 5:36 PM

192. 168. 30. 0/24

L E—— S b o
R ——— i — S
5]

S

a4

TapO: 102,168, 30, 128 —-——-———mmmmmmmmmm oo o Br0: 192.168. 30, 245

RS E8IHACE :
[root@c720245 ~)# cat /etc/openvpn/movpn/movpn-bridge-start
#!/bin/bash

br="brQ"

tap="tap0"

eth="ens19"
br_ip="192.168.30.245"
br_netmask="255.255.255.0"
br_broadcast="192.168.30.255"
openvpn --mktun --dev Stap
brctl addbr Sbr

brctl addif Sbr Seth

brctl addif Sbr Stap

ifconfig Stap 0.0.0.0 promisc up
ifconfig Seth 0.0.0.0 promisc up
ifconfig Sbr Sbr_ip netmask Sbr_netmask broadcast Sbr_broadcast

[root@c720245 ~# chmod 755 /etc/openvpn/movpn/movpn-bridge-start
[root@c720245 ~)# sh /etc/openvpn/movpn/movpn-bridge-start

[root@c720245 ~]# cat openvpn-03-13-server.conf
proto tcp
port 1198

dev tap0
server-bridge 192.168.30.245 255.255.255.0 192.168.30.128 192.168.30.200

tls-auth /etc/openvpn/movpn/ta.key O

dh /etc/openvpn/movpn/dh2048.pem

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-serverl.xiodi.cn.key

persist-key
persist-tun
keepalive 10 60

user nobody
group nobody

verb 3

daemon
log-append /var/log/openvpn.log
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EFimECE X

[root@c720246 ~]# cat openvpn-03-13-client.conf
proto tcp

port 1198

dev tap

client
remote 192.168.20.245
nobind

remote-cert-tls server

tls-auth /etc/openvpn/movpn/ta.key 1

ca /etc/openvpn/movpn/ca.crt

cert /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/movpn/openvpn-clientl.xiodi.cn.key

E PTG S B9IPHEHEERFIIRS SSERIFM.

tap0: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192. 168. 30. 128 netmask 255.255.255.0 broadcast 192. 168. 30. 255
inet6 fe80::d42e:2cff:fedb:6d9 prefixlen 64 scopeid 0x20<1link>
ether d6:2e:2c:4b:06:d9 txqueuelen 100 (Ethernet)
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— FIRES

1. ZHIRE

IDC. DAE. MERRSZHRFIMMAI—HF:
[root@c720101 ~]# cat /etc/redhat-release
CentOS Linux release 7.6.1810 (Core)

2. OpenVPN}RZ

[root@c720101 ~]# openvpn --version

OpenVPN 2.4.7 x86_64-redhat-linux-gnu [Fedora EPEL patched] [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on Feb 20 2019

library versions: OpenSSL 1.0.2k-fips 26 Jan 2017, LZO 2.06

Originally developed by James Yonan

Copyright (C) 2002-2018 OpenVPN Inc <sales@openvpn.net>

Compile time defines: enable_async_push=no enable_comp_stub=no enable_crypto=yes enable_crypto_ofb_cfb=yes enable_debug=yes e nable_def_auth=yes enable_dependency_tracking=no
enable_dlopen=unknown enable_dlopen_self=unknown enable_dlopen_self_static=unknown enable_fast_install=yes enable_fragment=ye s enable_iproute2=yes enable_libtool_lock=yes enable_|z4
=yes enable_lzo=yes enable_management=yes enable_multihome=yes enable_pam_dlopen=no enable_pedantic=no enable_pf=yes enable_p kcs11=yes enable_plugin_auth_pam=yes
enable_plugin_down_root=yes enable_plugins=yes enable_port_share=yes enable_selinux=yes enable_server=yes enable_shared=yes e nable_shared_with_static_runtimes=no enable_small=no
enable_static=yes enable_strict=no enable_strict_options=no enable_systemd=yes enable_werror=no enable_win32_dll=yes enable_x 509_alt_username=yes with_aix_soname=aix
with_crypto_library=openssl with_gnu_ld=yes with_mem_check=no with_sysroot=no

3. CAlRSERIEEMERES (RITEDCESHE L)

3.1 fRE4dgssl-admin
[root@c720101 ~]# tar -zxvf ssa.tgz
ssl-admin-1.2.1/
ssl-admin-1.2.1/man5/
ssl-admin-1.2.1/man1/
ssl-admin-1.2.1/ssl-admin
ssl-admin-1.2.1/ssl-admin.conf
ssl-admin-1.2.1/Makefile
ssl-admin-1.2.1/configure
ssl-admin-1.2.1/openssl.conf
ssl-admin-1.2.1/ssl-admin-e
ssl-admin-1.2.1/man1/ssl-admin.1
ssl-admin-1.2.1/man1/ssl-admin.1-e
ssl-admin-1.2.1/man5/ssl-admin.conf.5
ssl-admin-1.2.1/man5/ssl-admin.conf.5-e

3.2 ssl-adminfi &%

[root@c720101 ~]# cd ssl-admin-1.2.1/

[root@c720101 ssl-admin-1.2.1]# ./configure

[root@c720101 ssl-admin-1.2.1]# make install

[-e"//etc/ssl-admin"] | | mkdir -p //etc/ssl-admin

Jusr/bin/sed s+~~~ETCDIR~~~+/etc+g manl/ssl-admin.1 > //usr/share/man/man1/ssl-admin.1
Jusr/bin/sed s+~~~ETCDIR~~~+/etc+g man5/ssl-admin.conf.5 > //usr/share/man/man5/ssl-admin.conf.5
install -c -m 0660 -S -v ssl-admin.conf //etc/ssl-admin/ssl-admin.conf.sample
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install -c -m 0660 -S -v openssl.conf //etc/ssl-admin/openssl.conf.sample

Jusr/bin/sed -e "s+~~~ETCDIR~~~+/etc+g" -e "s+~~~BUILD~~~+prod+g" ssl-admin > ssl-admin.mod

install -c -m 0755 -S -v ssl-admin.mod //usr/bin/ssl-admin
chmod 0444 //etc/ssl-admin/*.conf.sample

3.3 ssl-adminfyEt &
3.3.1 ssl-admin.confEt &

[root@c720101 ssl-admin-1.2.1]# cp /etc/ssl-admin/ssl-admin.conf.sample /etc/ssl-admin/ssl-admin.conf

[root@c720101 ssl-admin-1.2.1]# chmod u+w /etc/ssl-admin/ssl-admin.conf
[root@c720101 ssl-admin-1.2.1]# cat /etc/ssl-admin/ssl-admin.conf

## Set default values here.
#

# The following values can be changed without affecting

# your CA key.

SENV{'KEY_SIZE'} = "1024";
SENV{'KEY_DAYS'} = "3650";
SENV{'KEY_CN'}="";

SENV{'KEY_CRL_LOC'} = "URI:http://CRL_URI";

## WARNING!!! ##
#

# Changing the following values has vast consequences.
# These values must match what's in your root CA certificate.

SENV{'KEY_COUNTRY'} = "CN";

SENV{'KEY_PROVINCE'} = "JiangSu";

SENV{'KEY_CITY'} = "Suzhou";
SENV{'KEY_ORG'}="IT";

SENV{'KEY_EMAIL'} = 'zangxueyuan@126.com’;

3.3.2 openssl.config&

[root@c720101 ssl-admin-1.2.1]# cp /etc/ssl-admin/openssl.conf.sample /etc/ssl-admin/openssl.conf

HEBULE, ERES
#IHSER
#IESHm

# 1 BHR

# ESHREIE

[root@c720101 ssl-admin-1.2.1]# chmod u+w /etc/ssl-admin/openssl.conf
[root@c720101 ssl-admin-1.2.1]# cat /etc/ssl-admin/openssl.conf
# OpenSSL Configuration File for ssl-admin

dir

[ca]
default_ca

[CA_default]

= SENV::KEY_DIR

= CA_default

serial = Sdir/prog/serial
database = $dir/prog/index.txt
new_certs_dir = Sdir/active
certificate = $dir/active/ca.crt
private_key = Sdir/active/ca.key
default_days = SENV::KEY_DAYS
default_crl_days =30

default_md =sha256 # BHHIsha256
preserve =no

email_in_dn =yes

nameopt = default_ca
certopt =default_ca

policy = policy_match

[ policy_match ]

countryName =match
stateOrProvinceName =match
organizationName =match
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

[ policy_new_ca]

countryName =supplied
stateOrProvinceName = supplied
organizationName = supplied
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

[req]

default_bits = SENV::KEY_SIZE
default_keyfile = privkey.pem

default_md =sha256 H#E K HIsha256
string_mask =nombstr
distinguished_name =req_distinguished_name
req_extensions =v3_req

[ req_distinguished_name ]
# Prompts

countryName
countryName_min
countryName_max
stateOrProvinceName
localityName
0.organizationName
organizationalUnitName

= Country Name (2 letter code)
=2
=2
= State or Province Name (full name)
= Locality Name (eg, city)
= Organization Name (eg, company)
= Organizational Unit Name (eg, section)
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commonName
commonName_max
emailAddress
emailAddress_max

=Common Name (web address or username)
=64

= Email Address

=40

# Default Variables (environment variables set from ssl-admin.pl script.

countryName_default = SENV::KEY_COUNTRY
commonName_default =SENV::KEY_CN
emailAddress_default =SENV::KEY_EMAIL

0.organizationName_default = SENV::KEY_ORG
stateOrProvinceName_default = SENV::KEY_PROVINCE
localityName_default = SENV::KEY_CITY

[ server]

# JY ADDED -- Make a cert with nsCertType set to "server"
basicConstraints=CA:FALSE

nsCertType =server

nsComment ="ssl-admin (OpenSSL) Generated Server Certificate"
subjectKeyldentifier =hash

authorityKeyldentifier = keyid,issuer:always

extendedKeyUsage = serverAuth

keyUsage = digitalSignature, keyEncipherment

[v3_req]

basicConstraints = CA:FALSE

keyUsage = keyAgreement, nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = clientAuth

criDistributionPoints =SENV::KEY_CRL_LOC

[v3_ca]

basicConstraints = CA:TRUE

subjectKeyldentifier = hash

authorityKeyldentifier = keyid:always,issuer:always

criDistributionPoints = SENV::KEY_CRL_LOC

3.3.3 %% Perl
[root@c720101 ssl-admin-1.2.1]# yum install perl -y

3.4 FECAIER, IRSEVED. BFRIES

[root@c720101 active]# Is -al

total 60

drwxr-x--- 2 root root 4096 Mar 15 21:22 .

drwxr-xr-x 7 root root 172 Mar 15 21:22 ..

-rw-r--r-- 1 root root 1229 Mar 15 21:19 ca.crt

-rw-r--r-- 1 root root 887 Mar 15 21:19 ca.key

-rw-r--r-- 1 root root 3846 Mar 15 21:21 openvpn-ali.xiodi.cn.crt
-rw-r--r-- 1 root root 916 Mar 15 21:21 openvpn-ali.xiodi.cn.key
-rw-r--r-- 1 root root 3846 Mar 15 21:21 openvpn-ali.xiodi.cn.pem
-rw-r--r-- 1 root root 2579 Mar 15 21:22 openvpn-client.xiodi.cn.crt
-rw-r--r-- 1 root root 916 Mar 15 21:22 openvpn-client.xiodi.cn.key
-rw-r--r-- 1 root root 2579 Mar 15 21:22 openvpn-client.xiodi.cn.pem
-rw-r--r-- 1 root root 3846 Mar 15 21:21 openvpn-com.xiodi.cn.crt
-rw-r--r-- 1 root root 916 Mar 15 21:21 openvpn-com.xiodi.cn.key
-rw-r--r-- 1 root root 3846 Mar 15 21:21 openvpn-com.xiodi.cn.pem
- 1 root root 3846 Mar 15 21:20 openvpn-idc.xiodi.cn.crt

- 1 root root 912 Mar 15 21:20 openvpn-idc.xiodi.cn.key
-rw-r--r-- 1 root root 3846 Mar 15 21:20 openvpn-idc.xiodi.cn.pem

4. FeEEtls-authiEFFNdhiES
[root@c720101 active]# openvpn --genkey --secret ta.key --keysize 512
[root@c720101 active]# openssl dhparam -out dh2048.pem 2048

5. TERTKIEFIFIE = FR4TElIRO1200

6. FERIRSSEEFIDCIRSSSSCMEE
6.1 IDCARSSE8ECE

[root@c720101 active]# cat /etc/openvpn/server/idc-to-ali.conf
proto tcp-server

dev tun

local 192.168.20.101

Iport 1200

remote 47.52.248.255

rport 1200

ifconfig 10.0.0.1 10.0.0.2

tls-server

tls-auth /etc/openvpn/cert/ta.key O

dh /etc/openvpn/cert/dh2048.pem

ca /etc/openvpn/cert/ca.crt

cert /etc/openvpn/cert/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/cert/openvpn-serverl.xiodi.cn.key

persist-key
persist-tun

cipher AES256
auth SHA512

route 172.31.115.0 255.255.255.0
keepalive 10 60
ping-timer-rem

verb 3
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daemon

log-append /var/log/openvpn-idc.log

6.2 B RARS A E
[root@izj6cd7yvpa3jOrjyoudl5Z ~]# cat /etc/openvpn/client/Ali-to-Idc.conf
proto tcp-client

local 172.31.115.185

Iport 1200

remote 223.112.95.110

rport 1200

dev tun

ifconfig 10.0.0.2 10.0.0.1

remote-cert-tls server

tls-client

tls-auth /etc/openvpn/cert/ta.key 1

ca /etc/openvpn/cert/ca.crt

cert /etc/openvpn/cert/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/cert/openvpn-clientl.xiodi.cn.key
persist-key

persist-tun

cipher AES256
auth SHA512

route 192.168.10.0 255.255.255.0
route 192.168.20.0 255.255.255.0
route 192.168.30.0 255.255.255.0
route 192.168.40.0 255.255.255.0
keepalive 10 60
ping-timer-rem

verb 3
daemon

log-append /var/log/openvpn-idc.log

6.3 7EIDCHopenvpn iS5 BETNFIEE = ANIDC ARSSESIITTREE R
6.3.1 §giB/etc/sysctl.conffs, FIMA TT:

net.ipvé.ip_forward = 1

6.3.2 INEH4
[root@c720101 active]# sysctl -p
net.ipv4.ip_forward = 1

6.4 FEMX FECEIEH (RXEMXE=ERI)
switch3560-1(config)#ip route 172.31.115.0 255.255.255.0 192.168.20.101
switch3560-1(config)#ip route 10.0.0.0 255.255.255.0 192.168.20.101

7. MERERRSHFNABMILNEE

7.1 BSHENER RSN AZMERERE L, 712000,

7.2 R RARSSHECE
proto tcp-server
port 1201
rport 1201
dev tun
ifconfig 10.0.0.9 10.0.0.10
tls-server
tls-auth /etc/openvpn/cert/ta.key O
dh /etc/openvpn/cert/dh2048.pem
ca /etc/openvpn/cert/ca.crt
cert /etc/openvpn/cert/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/cert/openvpn-serverl.xiodi.cn.key

persist-key
persist-tun

cipher AES256
auth SHA512

route 192.168.1.0 255.255.255.0
keepalive 10 60
ping-timer-rem

verb 3
daemon

log-append /var/log/openvpn-office.log

73 NEIRSEE:  (FhApitult)
proto tcp-client
dev tun
remote 47.52.248.255
rport 1201
Iport 1201
ifconfig 10.0.0.10 10.0.0.9
tls-client

New Section 1 Page 53



tls-auth /etc/openvpn/cert/ta.key 1

dh /etc/openvpn/cert/dh2048.pem

ca /etc/openvpn/cert/ca.crt

cert /etc/openvpn/cert/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/cert/openvpn-clientl.xiodi.cn.key
tun-mtu 1600

persist-key
persist-tun

cipher AES256
auth SHA512

route 172.31.115.0 255.255.255.0
keepalive 10 60
ping-timer-rem

verb 3
daemon

log-append /var/log/openvpn-office.log

74 EARIRSHEEFRELR:

[root@test1 cert]# cat /etc/sysctl.conf
net.ipvd.ip_forward = 1

[root@test1 cert]# sysctl -p

7.5 AT EHRE E SR

8. NEIIRFSESFIE =ARSESNVEE
8.1 ESE R EEIDCHIBA KB _E A BIREE AR E R T1202i% 00,

8.2 IDCARSSERECE

proto tcp-server

port 1202

rport 1202

dev tun

ifconfig 10.0.0.5 10.0.0.6

tls-server

tls-auth /etc/openvpn/cert/ta.key O

dh /etc/openvpn/cert/dh2048.pem

ca /etc/openvpn/cert/ca.crt

cert /etc/openvpn/cert/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/cert/openvpn-serverl.xiodi.cn.key

persist-key
persist-tun

cipher AES256
auth SHA512

route 192.168.1.0 255.255.255.0
keepalive 10 60
ping-timer-rem

verb 3
daemon

log-append /var/log/openvpn-idc-to-office.log

8.2 FENEIIRSS 28 LRIECE

[root@test1 cert]# cat /etc/openvpn/client/office-to-idc.conf
proto tcp-client

dev tun

remote 223.112.95.110

rport 1202

Iport 1202

ifconfig 10.0.0.6 10.0.0.5

tls-client

tls-auth /etc/openvpn/cert/ta.key 1

dh /etc/openvpn/cert/dh2048.pem

ca /etc/openvpn/cert/ca.crt

cert /etc/openvpn/cert/openvpn-clientl.xiodi.cn.crt
key /etc/openvpn/cert/openvpn-clientl.xiodi.cn.key
tun-mtu 1600

persist-key
persist-tun

cipher AES256
auth SHA512

route 192.168.20.0 255.255.255.0
route 192.168.30.0 255.255.255.0
route 192.168.40.0 255.255.255.0
keepalive 10 60
ping-timer-rem

verb 3
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daemon

log-append /var/log/openvpn-office.log

8.3 FEA BB EHES ERNIDCHIBS X A% SR8,

9. PAANRERZDC VPNIRSSES
9.1 B 5EIDCHIBA K LR T1203i% 00

9.2 fRSSA/IRECEINT :

[root@c720101 ~]# cat /etc/openvpn/server/access-server.conf
proto tcp

port 1203

dev tun

server 10.1.0.0 255.255.255.0

topology subnet

persist-key

persist-tun

keepalive 10 60

tls-auth /etc/openvpn/cert/ta.key 0

dh /etc/openvpn/cert/dh2048.pem

ca /etc/openvpn/cert/ca.crt

cert /etc/openvpn/cert/openvpn-serverl.xiodi.cn.crt
key /etc/openvpn/cert/openvpn-serverl.xiodi.cn.key

verb 3
daemon
log-append /var/log/openvpn-access-server.log

push "route 192.168.10.0 255.255.255.0"
push "route 192.168.20.0 255.255.255.0"
push "route 192.168.30.0 255.255.255.0"
push "route 192.168.40.0 255.255.255.0"
push "route 172.31.115.0 255.255.255.0"
push "route 192.168.1.0 255.255.255.0"

push "dhcp-option DNS 192.168.20.250"

plugin /usr/lib64/openvpn/plugin/lib/openvpn-auth-ldap.so "/etc/openvpn/server/openldap.conf cn=%u"

[root@c720101 ~]# cat /etc/openvpn/server/openldap.conf
<LDAP>

URL Idaps://openldap.xiodi.cn

Timeout 15

TLSEnable no

FollowReferrals yes

BindDN "cn=client search,ou=admin,dc=xiodi,dc=cn"
Password xiodi.cn
</LDAP>

<Authorization>
BaseDN "ou=people,dc=xiodi,dc=cn"
SearchFilter  "(uid=%u)"
RequireGroup false

</Authorization>

EFHEEINT:
client

proto tcp

remote 223.112.95.110
port 1203

dev tun

nobind

remote-cert-tls server
tls-auth ta.key 1
caca.crt

cert jack.xiodi.cn.crt
key jack.xiodi.cn.key
auth-user-pass
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